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All of us use internet for the most of our works, may it be office work, personal work, social media, or any other platform. We often download files, which include all formats like a document, picture, audio, video or
even a software upgrades. To download such files, we often visit torrents or unauthorized websites, where the available software may contain virus which are capable of stealing your data and even granting a third
person to operate your entire device. Such people who use data for malicious purposes are called ‘Black Hat Hackers'. People who use such viruses to test server security, are called ‘White Hat Hackers'. In this
project, | have explored numerous ways in which the data can be stolen from your devices and the hacker may get access to your devices. | had also tried to implement methods through which a successful
backdoor can be generated for data theft. In the end, | explored the counter measures for such attacks so that our device stays secure from such attacks.

Network Hacking ) Data Capturing

Webpages basically have 3 protocols (HTTP, HTTPS and HSTS). The least secure is the http protocol. To capture data from such
websites, we simply use packet sniffers to get the data. To capture the data from websites, we the Bettercap framework of the Kali Linux
machine.
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can also exploit different frameworks of a website using the Zenmap framework. This framework is used to detect the backdoors

° the web services so that they can be exploited. Zenmap is only used to gather information about the backdoors. To exploit them, we still
O St O n n e Ct I O n tta C S have to use the Linux terminal.

Server Side

Once we have gained access to the network, we can easily become ‘Man in The Middle’. This means that
we interrupt the connection between the client and the host through the router. For the router, we B
become the client and for the client, we become the router. So, all the data will flow through our system. ‘w-emm .. i N
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The ARP poisoning attacks woill help us to become the MITM.
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d Prompt «command Frompt e i LR R ] 192.168.106.130:21 - Banner: 220 (vsFTPd 2.3.4)
Microsoft Corporation. All rights reserved ficrosoft Windows [Version 10.0.17763.379] L Al PR LS 192.168.106.130:21 USER: 33]1 Please specify the password.
} ) (c) 2018 Microsoft Corporation. All rights reserved. e T L vartpd 2.9.4 [+] 192.168.106.130:21 - Backdoor service has been spawned, handling...
PP server sta [+] 192.168.106.130:21 - UID: uid=0{root) gid=8(root)

\IEUser>arp -a

status:
Connected to 192.168.106.126
Lagged in as fip

TYPE: ASCII

C:\Users\IEUser>arp -a

R iR 2o Interface: 192.168.106.131 --- Ox6 e Command shell session 1 opened (192.168.106.128:44179 -> 192.168.106.130:620
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8.106.2 00-50-56-1b-39-43 dynamic 192.168.106. 2 00-0c-29-ff-bb-e0 dynamic end of status
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5.255 01-00-5e-7f-ff-fa static 255.255.255.255 Ff-Ff-Ff-Ff-Ff-Ff static *s5luz supported U/Linux
5. 255 Ff-Ff-FF-FF-FF-FF static
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: ARP table for the target Windows VM after '
ARP table for the target Windows VM before ARP Golean . ﬂ \c-Aware Antivirus; GenVariant Trojan.Liev @ Fortnet: Ces To create the backdoor, we can use Veil framework.
ARP poisoning attack poisoning attac J§ AhnLab V3 internet Security: Trojan/RLGenericR2S0764 &3 F-Secure: Heurlstic HEUR/AGEN.1211724 This framework is capable of generating backdoors that can even bypass

e & KARUS: Cloar antivirus tests. One such backdoor created was tested on 26 antivirus and it

was detected by 16 of them.

® % Avast: Win3Z:Evo-gen [Trj] IS Kaspersky: HEUR:Trojan.Win32.Gener
H O n e POt - M u It I I e I a r et s M AVG:Win32£vo-gen (T D Mcatee: Tropan Vel FLAKATOOSEETERT The tested backdoor was one of the simplc::st backdoor with minimal features.
[ Avira: HEUR/AGEN. 1211722 P The test results are shown below in the snip.

B siocfender: GenVariant Trojan ey J L __ L These backdoors can be sent to the target machine in two ways.
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We first set the router to monitor mode, so that we can keep track of what traffic is flowing. Then we [€) Emssof: Genvariane Trojaniev: H | " and does not require the attacker to be the MITM.
also have to enable Wi-Fi on the Linux machine. Once we set up the router, the communication will Q ottt s . /
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In this method, we find a target user and find his/her most visited webpages. Then, we search for the people who are associated with
the target. These people include family members, co-workers, etc. Once we find them, we can create a network with which we can
directly approach the target and send the trojan.
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We have come to the conclusion that data can be stolen in many different ways. The steps to st
data are:
1) Gain the network access
2) Be the MITM /7~ ° N\
3) Detect the target Methods of Prevention
4) Prepare a map for the type of attacks that need to be run J
5). E).(plmt s gl , . To check for ARP  e— —. . .
Itis illegal to keep a check on other people’s data, so it is not recommended to perform any of the Poisoning/MITM g s e Online Data Protection
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To protect yourself from such attacks, make sure to follow the following steps: software is capable of T extension for - DIE sl
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1) Use difficult passwords with combination of upper case, lower case, numbers and symbols : : - | | | — browsrers - Encrypts everything - Not free
o . . deteCtlng the Change In [ [ [mac [ Hos [ Vendor [interface [ Online [ Cache [ First see . - Protects from all types - VPN provider can still
2) Use ARP-POIsonIng attaCK deteCtors Ilke XARP the router IP addl"eSS SO i{; 1 :U A 1; : |t|P = unie e 1: 2. USlng d VPN of MITM attacks_ see the data
3) Be careful with sites that operate on HTTP protocol that the target can get % p S R mE DI T Es 3. Keep Antivirus e
4) Use HTTPS Everywhere and VPN for maximum online security aware that someone is updated and check
5) Keep your Anti-virus active all the time trying to steal its data mails carefully
Once we make sure of these 5 things, we can be safe on the internet from black hat hackers and ' - e — before opening

protect ourselves.




